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Terror, Sabotage, Failure
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Loss of Service
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Utility Systems are Highly InterdependentUtility Systems are Highly Interdependent
Disruption of one utility service often Disruption of one utility service often 

causes disruption of the others.causes disruption of the others.
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Utility Systems 
Enable Key Installation Functions

Force Projection

Training
Daily activities
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“Mission” of Utility Systems
The system must be:

Safe – does not          
cause harm

Affordable – a balance 
between cost & service

Sufficient to meet demand –
both normal and “surge”

Reliable – always there 
when it’s needed
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Problem

With the increased threat to military 
installations and emerging transformation

Installations must be able to:             
forecast utility requirements, capabilities, 

and vulnerabilities to ensure mission 
support is provided.
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Technology Needed

• Installations do not have the resources, 
knowledge, or tools to protect everything from 
everything.

• Currently-used risk assessment methods have 
shortcomings when applied to utility systems: 
– Do not relate directly to the mission
– Primarily based on subjective judgments and 

knowledge of system owners/operators
– Physical security is the main focus
– Semi-quantitative at best
– Labor-intensive 
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Criteria for Solution

• Energy Security is Essential
(DEFENSE ENERGY PROGRAM POLICY MEMORANDUM DEPPM 92-1)

• Capable of modeling and testing
• Connects utilities with Missions
• Integrated with other utility modeling systems
• Embeds expert knowledge
• Cannot require new data or extensive data 

collection

• Energy Security is Essential
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Types of Utility System Models 

CAD Diagrams, 
Static Data

“Seat of the pants” 
methods for dealing 
with new situations 

& problems

Off-line
Dynamic Model

Time-varying 
processes can be 
modeled but data 

input is not 
automated

‘Real-Time’ 
Dynamic Model
Model updated with 

SCADA data at 
intervals of 15 

minutes or less.

On-line
Dynamic Model

Data is obtained from 
SCADA and model is 
updated once a day.

Accuracy, functionality and reliability of method

Steady State  
Model

“Snapshot” at 
one point in time
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Capabilities

• Capacity analysis to determine if utility systems 
are sized adequately for scenarios like these:
– New facilities
– Upgrade of existing facilities
– Change of mission
– Facility decommissioning

• Analysis of utility service interruptions / denial of 
service including vulnerability assessment and 
options for response and recovery

• Capacity analysis to determine if utility systems 
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How It Works
Object Interactions

MissionMission

UtilitiesUtilities

ThreatThreat

FacilitiesFacilities

UnitUnit

ProcessProcess
GeographyGeography

Transportation
Networks

Transportation
Networks

ActivityActivity

DIAS Dynamic Information Architecture System - ANLDIAS Dynamic Information Architecture System - ANL
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UserUser--ProvidedProvided
DataData

Unit DataUnit Data

InstallationInstallation
RespositoryRespository

Build Installation’s Deployment ProcessBuild Installation’s Deployment Process
and Capabilitiesand Capabilities

GIS Layers, Utility System Data and GIS Layers, Utility System Data and 
existing databasesexisting databases

Unit Specific Deployment DataUnit Specific Deployment Data
(Personnel/Logistics/Training)(Personnel/Logistics/Training)

How It Works
Data Requirements
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Challenges

• Collected and assembled data
• Incomplete data
• Needed significant work
• Demands
• Assumptions required

• Defined data schema

• Collected and assembled data
• Incomplete data
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• Demands
• Assumptions required
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Data Schema
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How It Works

• DC Load Flow algorithms integrated into DIAS

• DC Load Flow algorithm computes simplified Fast 
Decouple Power Flow (FDPF) for capacity 
availability analysis [Stott 1974]

• Pure resistive analysis of current flows from 
substation to customer loads

• Conductor (resistive) loss estimated along a system of 
discrete feeder segments and nodes

• Automated vulnerability assessment is iterative, 
cycling through potential points of failure
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Capabilities
Capacity
Vulnerability
Capacity
Vulnerability
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Capacity
A new simulation center is 

proposed and will have a 
peak requirement of 800 kW.

A new simulation center is 
proposed and will have a 
peak requirement of 800 kW.

Analysis of the 
nearest node 
indicates 44.9 KW 
additional load can 
be supported by 
the node.
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Capacity
Enter peak      

800 kW 
requirement and 

apply to test 
impact.

Enter peak      
800 kW 

requirement and 
apply to test 

impact.

Test for Power Outages indicates that the load 
will lead to a power outage along the feeder.

Test for Power Outages indicates that the load 
will lead to a power outage along the feeder.
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Capacity
Test for Power Outages indicates that the load 

will lead to a power outage along the feeder.
Test for Power Outages indicates that the load 

will lead to a power outage along the feeder.

Alternate sites, or 
other feeder 
connection 
configurations 
in this location 
can be tested.

Alternate sites, or 
other feeder 
connection 
configurations 
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Vulnerability

Power-dependent 
missions have 
moved into 
facilities.

Primary feeder 
crosses a 
fenceline, 
beyond which 
has reduced 
security. 

Power-dependent 
missions have 
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beyond which 
has reduced 
security. 
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Vulnerability
What happens if the feeder in the insecure area is sabotaged? What happens if the feeder in the insecure area is sabotaged? 
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Vulnerability
Determine the resulting power outages.Determine the resulting power outages.
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Vulnerability
The resulting power outages eliminate power to the facilities.The resulting power outages eliminate power to the facilities.

Additional backup 
generators or 
redundant power 
feeds should be 
tested and 
implemented.

Additional backup 
generators or 
redundant power 
feeds should be 
tested and 
implemented.



25Engineer Research and Development Center
US Army Corps
of Engineers

Vulnerability
Compare vulnerability across complete installation, 

selected feeders, or selected geographic area.
Compare vulnerability across complete installation, 

selected feeders, or selected geographic area.

Map or Rank vulnerability by number of affected:
Critical facilities, total facilities, links, nodes, generators, etc.

Map or Rank vulnerability by number of affected:
Critical facilities, total facilities, links, nodes, generators, etc.
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Integrated Utility Models
• Electrical and water models
• Models linked to buildings
• Electrical and water models
• Models linked to buildings
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Integrated Utility Models

Utility Systems
Linked to

The Mission
And

The Processes Involved

Utility Systems
Linked to

The Mission
And

The Processes Involved
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Integrated Utility Models
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Summary

• Enhances energy security                           
(DEFENSE ENERGY PROGRAM POLICY MEMORANDUM DEPPM 92-1)

• Capable of modeling and testing
• Connects utilities with Missions
• Integrates water and electrical models
• Embeds expert knowledge, and does not 

require an expert user
• Minimal data requirements
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