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@5 Terror, Sabotage, Failure

Power outage leaves Motor City low

on fuel

The Terror Question

No Signs of Deliberate Attack in

Blackout, But Possibility Not Ruled Qut |DETROIT, Michigan (CNN) --
With most service stations in
Detroit closed because of the
poewer blackout, even tow

Friday, August 15, 2003 Poste 32 PM EDT

Nuclear Power Plant Alert

FBlI Warns Law Enforcement Ahout
Terror Activity at Power Plants

pt. 11 attachs.

By Fletre Thomas and Jasoh Ryan

=S NEWS

.ﬂ.prll 3l]— The FBI iswarning law enforcement
- . ‘1o be on the [ookout
= forthe Unit 2 reactar, oF errorist activity around nuclear
e Three hile Izsland Huclear  piower plants.
lwania are dormarit. (Paul
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G Loss of Service

S L o T ol \ T | ~  WATER & WASTES
- CBCNews . RINEAT

0

News [ Backup power failure grounds Air

BUSINESS Canada . Cities Still Testing Water Due to Power Outages
sorts | Last Updated Fri, 15 Aug 2003 20.:37.23 August 18, 2003
AEATHER Busi dh till adhering to a boil
TOROMNTO - The power outace in Ontario usinesses and homes are still adhering to a boi
HEALTH & SCIENCE ; ffact] £ Flll gth . water order that was issued by the Detrait Water and
ARTS lS. arrecting ra.ve ErS ACross = I:Du,ﬁ Py, sewerage Department amidst the nation's power
Air Canada said F”da?- Those Dlaﬂﬂmg to outages last week. Power failure across multiple

take the train might have better luck, states including Mew York, Ohio and Michigan shut
down many water treatment plants farcing residents to

. . bail their water and, in some cases, purchase bottled
Michigan governor declares state of emergency; water when the municipal water was completely shut

Cleveland sending out water tankers off.

VYolume 12, No. 34  August 20, 2003
Highlight story from the clirrent lssue of Waterveek

CBC ARCHIVES

KIDS

By SARAHFREEMAN
Associated Press

DETROIT (AP) - Michigan's governor urged residents to st{ YWater fully restored after US/Canada blackout

declared a state of emergency amid the continuing blackou

C|eve|andl wiorkers filled "water buffalo” tanker trucks to eg Full water service to majljr eastern Us and Canadian cities hit t:l"_n,n" d
wiorst water crisis in hlStDw Massive PO DUtEI!:_ZIE late last week was restored as of Mﬂnlja"_-,l".

Farticularly hard hit with water disruptions were Detroit and
Clevveland, while Mewy York, Toronto and other smaller cities and

towns in the region were affected to a lesser degree.
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Utility Systems are Highly Interdependent

Disruption of one utility service often
causes disruption of the others.

Natural gas

Electricity is
out!

Water can’t
be pumped!

>

722 N

ALN

Steam &
chilled water
can’t be
produced!

Communication

US Army Corps
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Information systems
can’'t operate!
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Utility Systems
Enable Key Installation Functions

Trainin -
2 Daily activities

%
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©ive “Mission” of Utility Systems
The system must be:

Sufficient to meet demand — Reliable — always there
both normal and “surge” when it’s needed
® (
A . ]
B -;\B@'
e
Safe - does not Affordable - a balance
m cause harm between cost & service
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Problem

With the increased threat to military
installations and emerging transformation

Installations must be able to:
forecast utility requirements, capabilities,
and vulnerabilities to ensure mission
support is provided.
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Technology Needed

Installations do not have the resources,
knowledge, or tools to protect everything from
everything.

Currently-used risk assessment methods have
shortcomings when applied to utility systems:

Do not relate directly to the mission

Primarily based on subjective judgments and
knowledge of system owners/operators

Physical security is the main focus
Semi-quantitative at best
Labor-intensive
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Criteria for Solution

Energy Security is Essential

(DEFENSE ENERGY PROGRAM POLICY MEMORANDUM DEPPM 92-1)
Capable of modeling and testing

Connects utilities with Missions

Integrated with other utility modeling systems
Embeds expert knowledge

Cannot require new data or extensive data
collection

US Army Corps
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Types of Utility System Models

On-line

Steady State Dynamic Model

Model

g D
=G m

'

) ) Data is obtained from
Snapshot” at SCADA and model is
one point in time updated once a day.

Accur

CAD Diagrams,
Static Data

Off-line
Dynamic Model

‘Real-Time’
Dynamic Model

“Seat of the pants”

methods for dealing

with new situations
& problems

Time-varying
processes can be
modeled but data
input is not
automated

Model updated with
SCADA data at
intervals of 15
minutes or less.

%
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Capabilities

Capacity analysis to determine if utility systems
are sized adequately for scenarios like these:

New facilities

Upgrade of existing facilities
Change of mission

Facility decommissioning

Analysis of utility service interruptions / denial of
service including vulnerability assessment and
options for response and recovery

US Army Corps
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How It Works
Object Interactions

Eacinties

Irransportation

Missior Networks

ACIMIY Utilities

Process
Geography.

Threat

AS Dynamic Information Architecture System - ANL

US Army Corps
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How It Works
Data Requirements

~Proy. Build Installation’s Deployment Process
Data and Capabilities

e GIS Layers, Utility System Data and
'3‘505’]‘.5( existing databases

Unit Specific Deployment Data
(Personnel/Logistics/Training)
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Challen ges

Collected and assembled data
Incomplete data
Needed significant work
Demands
Assumptions required

Defined data schema
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Data Schema

Line Data - Transformers

Point Data Tabular Data

Point Data - All
e Line Data - Feeders

Thermal Rating for (Z optional)
| Tra }——{ Transformer Br: Distance batwaen wires
182

Typical Transformer Status Gaam;laf(i:'a Mean Distance Distance batween wires Cable Installation Type
en wires 283 {above / below ground, etc.}

Bus Type Load, Generatar,
e i
(Lines) Inductance of feeder Geamelric Mean Radius Distance batwaen wires
183

Geometry
Connectivity Length (from Geometry)

{From Point ID,
To Point ID) Cable Brand/Mode|

] Ampacy ] catie Brandtocel
Point or Tabular Data - Generators Thermal Rating for Lines Constant (3*(.5)}
Line-To-Line Voltage Rating _
Maximum Generalor B
| — v o
e R Number of Phases Resistance perunt lengh | Gabie Brand Moce
Generator Type y
Ampacity
Catle BrandModel

[[Resisiance perunitiength |——=|  coble Brandhodel

Typical Critical Real Power
Output Switch or Not Switch

Typlcal Swilch Status

Point Data - L Buse!

Automatic Transfer Switch
(YIN)

Typical Feader Line Stalus

Geometry
‘Connectivity
(From Point ID,
To Point ID)
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How It Works

DC Load Flow algorithms integrated into DIAS

DC Load Flow algorithm computes simplified Fast
Decouple Power Flow (FDPF) for capacity
availability analysis [Stott 1974]

Pure resistive analysis of current flows from
substation to customer loads

Conductor (resistive) loss estimated along a system of
discrete feeder segments and nodes

Automated vulnerability assessment is iterative,
cycling through potential points of failure

US Army Corps
of Engineers Engineer Research and Development Center
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Capabilities

Capacity

g 1V Fort Future:
Vu I n erab I I Ity File Edit View Run Tools

Select Mode: | Analyze Node Selection

Thematic Legend
% | Electric links (LOADING_L EVEL) '
[l oto 1.0E-4
1.0E-4 to 0.8
0.8to1
I 1to0 99999
Eledctric Hodes (WODE_TYPE)
. Generator
Load
____ Swing

Position:

Resolution
Message: Clic a node to togg
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E e Capacity

A new simulation center is
proposed and will have a
peak requirement of 800 kW.

-

3% Bus Info: 6508

HEII'I'IE b Future:

NodeType  Load  [" T
i 1 Mode: | #-ialyze Node Selection - | ':&| \ ? ;
Base Load (MW) 0.0262 _— = Ax/zIE e
B — : ;& 3 L S ) G By -2 3 e Thematic Legend
Additional Load (M) |0.0449 G s TdPe A ' L el Electric links (LOADING_LEVEL)

e 8 i R 8 e Mot 1.0E4
Total Load (M) : . : 3 e

_ ; e 1.0E-4 t0 0.8
y 4 i &l 0.8t01
Theta (rad) -0.0003 R e i (AR LTS AR oo
’ iy : F e e T Eledctric Nodes (NODE_TYPE)
Delta Theta l,'rad} 0.0000 — 5 g M Generator
Load

. Swing

Analysis of the
nearest node
Indicates 44.9 KW
additional load can
be supported by
the node.

Position:

Resolution
Message: Click on a node to toggle it's analyze flag
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G Cap acC | ty

Enter peak Test for Power Outages indicates that the load

800 kW will lead to a power outage along the feeder.
requirement and

ap p Iy to teSt File Edit View |Run | Tools
i m p aCt . Select Mode: EE—ETELE{(@‘ — &[w]

— Determine Power Qutages

S Run EPANET Model ey s Pk & 8- Thematic Legend
e A ( o € A S Electric links (STATUS)
; o g A )

i i _. N . Heawy Load
] o o '. o b M O NoFlowe
J% Bus Info: 6508 | A o i ! S v

Hormal

"

-

:: : 8 e o . o B overioaded
= i b . Removed
Hame 65 '8 o, - [ ; : i ledctric Nodes (NODE_POWER

. NotGenerating

Base Load (M) 0.02.2 ‘ : ; Powered

. I unpowered
Additional Load (M) |0.5000

Total Load (k) 0.8262

Theta {radj) -0.0003

Delta Theta (rad) 0.0000

Position:
Resolution:
Message: Clickon a node to togale it's
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Capacity

. - o
I Fort Future: j I
File Edit View | Run | Tools

un DC Load Flo |

etermine Power Outages

Select Mode:

unERANETMdol ) e i . Thematic Legend

1 [ Etectric links (STATUS)
| i 5 1 - ; e : 5 Heawy Load
H ; - <\ i 4 NoFlow
Alternate sites, or £ R 75 | P ,
g % j . : AR Y 9., B overioaded
A ; s it i SLEE I removed
Ot h er feed er i = | e ST Eledctric Hodes {HODE_POWER
: . Generating

Con nection : ¥ 3 . ; _ .: 'Y s - : : ’ : : .. .NutGenerating

configurations al =g e ol (e
In this location 3 ' - -

can be tested.

Position:

Resolution:
Message: Click on a node to toggle it's
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Power-dependent
missions have
moved into
facilities.

Primary feeder
Crosses a
fenceline,
beyond which
has reduced
security.

US Army Corps
of Engineers

Vulnerability

rJV Fort Future: q

File Edit View Run Tools

Select Mode: | Electric Network Vulnerahility ~ @E@| ;
= - T

Thematic Legend

" || Etectric links (LOADING |
Mot 1.0E-4
g 1.0E-4 to 0.8
0.8to1
I 110 99990
Eledctric Nodes (NODE_
. Generator
Load

. Swing

™ #“
-
i

r

Position:
Resolution:
Message: Click on a node to toggle it's analyze flag

Engineer Research and Development Center
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Vulnerability

What happens if the feeder in the insecure area is sabotaged?

J% Link Info: Link [4528 - 4513]

Hame Link [4528 - 4513]
From Bus 4528
To Bus 4513

J% Fort Future:

dit view Run Tools

‘Q' ~- -

)

Admittance {(per unit) |235.T533

Reactance (per unit) |EI.IZIIZI42

Rating (MVA) 119.49

Flow (M) 0.0000
TDF (ratio) 0.0000
LALC (M)

Status
[_] Include link in network

US Army Corps
of Engineers

Position:
Resolution:
Message: Click on an electric network element to viewfedit it.

Made: | Electric Netwaork Edit MIER EHEE A A

Thematic Legend

Electric links (LOADING _L|
M oto1.0E4
1.0E-4 to 0.8
0.8t0 1
B 1to 99999
Eledctric Hodes {NODE_T}
B Generator
Load

. Swing
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Vulnerability

Determine the resulting power outages.

US Army Corps
of Engineers

File Edit w. R | Tools

NC Load Flow Model

Select Mode: T —
etermine Power Outages

"_R_lin_EP_n_I:lE'[ Model | - /| Thematic Legend
B Electric inks {(LOADING_|

o W oto1.064

1.0E-4to 0.8

0.8to1
B 1to 99999
Eledctric Nodes (NODE_T|
. Generator
Load

B swing

Pasition:
Resolution:
Message: Click on an electric netwark element t

Engineer Research and Development Center
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The resulting power outages eliminate power to the facilities.

Additional backup
generators or
redundant power
feeds should be
tested and
Implemented.

US Army Corps

of Engineers

Vulnerability

J% Fort Future:

File Edit View Run Tools

Select Mode: Electrlc Network Edit | 4|[J|7|j o 4

o

Pasition:
Resolution:
Message:

Click on an electric netwark element to view!

- -.-'

aditit.

Thematic Legend

" || Electric links (STATUS)

Heawy Load
HoFlow
Hormal
. Overloaded
. Remaoved
Eledctric Nodes (NODE_P!
. Generating
. HotGenerating
Powered
. Unpowered

Engineer Research and Development Center
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&R Vulnerability

Compare vulnerability across complete installation,
selected feeders, or selected geographic area.

Map or Rank vulnerability by number of affected:
Critical facilities, total facilities, links, nodes, generators, etc.

I Yulnerability Analysis

.| _Unpowered Mon-critical | Powered Mon-critical [Used gener..| Unused ge..| Links wf Mo Flow
260 4 T
260
360
360
360
360
260

360
360

[ SR SR SR R PSR PR SR SR

E o S R R R R R S
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Integrated Utility Models

Electrical and water models

Models linked to buildings

File Edit View Bun Tools

Select Mode: .Water MNetwork Edit

Thematic Legend

Water Storage Tanks (Demand)
-0
BPotwo1z
0.12to 0.5
0.5to0 0.81
0.81to 1.4
B 1.4 to 10000
Water Pumps {AbsoluteFlow)
Poto125
1.25t05
5t 15
15 to 60
| 60 to 999999
Water distribution pipes (AbsoluteF|
Poto1.25 I
125105
5t0 15
15 to 60
| 60 to 999999
Water Reservoirs {Demand)
B-o
BPowoaz
0.12to 0.5
0.5to 0.81

Position:
Resolution:

Message:
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Integrated Utility Models

% Fort Future: mmn

r

File Edit View Run Tools & Person Processes

IndividualTraining

AR METL Organiza
Flle Edt View

Utility Systems
Linked to
The Mission
And
The Processes Involved

Current 'Tasks - Assioned Organizalions

US Army Corps
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- Integrated Utility Models

-
% Fort Future:

File Edit View Run Tools & Person Processes

Select Mode: | Anahyze Node Selection v| &= 2Rl E 7 L2 & Individual Training

Themati
Electric links {L¢

¥ Processe
=
LS 2 0

- ! [ - £ L
/i METL Organization Page - Microsoft Internet Explorer
Flle Edt Wew Favorites Tocls Hep

Adcress Iﬂ hittp: fhocalhostaoenffubicontraler Pevent=METL_REPORT_SUMMARYEorgid=32instd=2
Google = v—I Ehsearchweb & = t Newl | PageRank )

¥

= 8 L
[=LtE -1

12:00 -+

# Processe

Hoeme | Installation Planning | Force Projection | Facility Composer | Force Protection

002 Region 2008 .
Fort Readiness Fort Readiness Requirements Summary

Army Commumnity Hospatal LoadParachute

Contracting Cormrmand I I I I

==
= =9

Directorate of Civilian Personnel Mission

Durectorate of Cornrmumty Activities
Adrministrative Support and Services Provide vital information, power projection, combat preparatioy
Alechol and Drug sustainment. force protection and community support to Army
Armmy Commumty Services Joint Force tenants,
Business Operations
Child and Youth Services Vision
Community and Family Eecreation
Transient Lodging Total support to train, sustain, and project.

Directorate of Information Management

Directorate of Logistics
Deployment Flans _ _
Installation Transportation Office Edit Requiraments Summary | Wiew Installation Summary
Iaintenance Management Office - - -
2upply

Directorate of Plans, Training and dfobi. .| N . N -
Avigtion Operstions Fort Readiness - Mission Essential Task List
Managerment Division
Mobilization Division

e Current Tasks - Assioned Organizations

# Processe

LinelnChalk

N

=
=
&
=

)
cess
12:00 ++-++

# Processe

BoardPlane

' T I—

= P
[=]—]—1—]

¥ Processe
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Summary

Enhances energy security

(DEFENSE ENERGY PROGRAM POLICY MEMORANDUM DEPPM 92-1)
Capable of modeling and testing
Connects utilities with Missions
Integrates water and electrical models

Embeds expert knowledge, and does not
reguire an expert user

Minimal data requirements

US Army Corps
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